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Issue #7: System Security Issues
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Description: In January 1999, the General Accounting Office issued the Federal Information Systems Audit Controls Manual (FISCAM), which provides guidance for evaluating internal controls over the integrity, confidentiality, and availability of data maintained in financial information systems.  The manual outlines steps that auditors should follow to review general and application controls for computer systems.  This document has been the basis for the system security review co-performed by USAAA and GAO over the past two years.

General controls - are the structure, policies, and procedures that apply to an entity’s overall computer operations.  If general controls are weak, they diminish the reliability of controls associated with individual applications.  There are six categories of general controls; they include:

· Entity-wide security program.

· Access controls.

· Application software development and change controls.

· System software.

· Segregation of duties.

· Service continuity.

Application controls - are the structure, policies, and procedures that apply to individual applications. These controls help ensure that transactions are valid, properly authorized, and completely and accurately processed and reported by the computer.  There are three categories of application controls; they include:

· Input controls.

· Processing controls.

· Output controls.

Potential Problem:  During the FY 00 audit USAAA found the Corps has not fully implemented an effective security management program and service continuity controls.  An effective security management program includes implementing guidance that establishes appropriate policies and related controls, raising awareness of prevailing risks and mitigating controls, and monitoring and evaluating the effectiveness of established controls.  A well-designed security management program helps ensure that security controls are adequate, properly implemented, and applied consistently across the entity; responsibilities are clearly understood; critical and sensitive data are protected; and critical operations continue without interruption when unexpected events occur.  USAAA recommended the Corps could improve its security management program and service continuity controls by:

· Updating its network accreditation, to include the risk assessment and entity-wide security plan.

· Improving the security management structure by clearly assigning computer security responsibilities to applicable personnel and establishing a formal incident response team.
· Implementing effective security-related personnel policies to ensure that divisions and districts perform background checks for personnel in automated data processing positions and that personnel have adequate computer security training.
· Monitoring the computer security program’s effectiveness by periodically assessing the appropriateness of computer security policies and compliance with them.
· Updating and periodically testing the network’s continuity of operations plan.
In addition, the General Accounting Office identified 34 areas USACE could improve regarding network and data processing activities.  These areas addressed weaknesses in access controls, systems software, application software development and change controls, segregation of duties, and application controls.  The general and application control weaknesses impair the Corps’ ability to ensure the integrity, confidentiality, and availability of data contained in CEFMS.  Until the system security requirements conveyed in the FISCAM are met the auditors can’t rely on the transactions and audit trails done in CEFMS.  These issues will in themselves prevent an unqualified opinion on 4 of 5 principal financial statements (Balance Sheet the only exception) until resolved.

Field Actions:

1.  Security Management
·   All employee, auditors, and contractor passwords should be changed every 6 months. 

·  A background investigation for employees/contractors with user category ADP I, ADP II, ADP III must be completed.   Records must be maintained.

· In the case where background inspection is pending review, the District Commander, as Designated Approving Authority (DAA), may permit ADP-II and ADP-III duties to be performed pending completion of the required security investigation; documentation of all such waivers must be maintained (MARKS file number 380-67a).  

2.  Security Training – All employees, auditors, and contractors with system access
must have initial computer security training followed by continuing training.  Appropriate actions may include:
· Using the Operational Information Systems Security and DOD Information Security Awareness CD-ROMs to provide employees computer security training.

· Tracking who received training via spreadsheet and forms employees must sign acknowledging awareness of computer security duties.

· Sending periodic e-mails to employees informing them of new security threats (for example, computer viruses).
3.  Physical Security of Data Centers – Must be limited and controlled access with off
-site storage for system data back-ups.
4.  ESIG and Password Security- Run the CEIR query esigqu.sql (available on CERM web-site) and screen the output from the SECAUDIT cron job on a quarterly basis to identify individuals potentially sharing ESIG cards/passwords and take appropriate follow-up corrective actions. 
5.  Access Controls –

· Review CEFMS access controls privileges and permission to ensure compliance with good management controls, i.e. separation of duties, permissions granted based on job function, etc.

· Control SQL permissions to insert, update, and delete in accordance with USACE policy and manager controls IAW YFC 28 Mar 1999 memo Locally developed SQL Scripts.

6.  Continuity of Operations Plan (COOP) - All districts must have a current COOP that has been periodically exercised. It will include procedures to protect the district information resources, minimize the risk of unplanned district level interruptions, and recover critical district operations should interruptions occur.  The COOP will be tested and adjusted periodically to assure that recovery plans work as intended
Self-Assessment Rating Criteria:

Green (Compliant): All field actions listed above are completed and have been validated by Internal Review and/or Resource Management.  Field actions need to be validated at least once per quarter.

In addition, the local Internal Review Office must validate the green rating. 
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